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Key Benefits
• Align early on what matters: Business drivers, critical journeys, and measurable success criteria guide the health check and keep recommendations outcome-focused.
• Reduce rework and surprises: Capture requirements, flows, and environment facts up front so working sessions focus on decisions—not rediscovering basics.
• Enable a fast, high-quality assessment: Standardized inputs make the Well‑Architected analysis consistent, repeatable, and evidence-backed.

Purpose and Scope
This questionnaire collects the minimum set of business, technical, and operational inputs needed to plan and execute a Well‑Architected Health Check for Ping Identity deployments (PingOne services, PingOne Advanced Identity Cloud, and/or self-hosted components). It is designed to be completed by customer and partner stakeholders prior to kickoff so workshops can focus on architecture decisions and actionable outcomes.

How to Use This Questionnaire
• Complete all sections that apply to your scope. If a section is not applicable, mark it as N/A and provide a brief reason.
• Use concise bullet answers where possible. When you reference existing artifacts, include a link or attach the file.
• Call out assumptions and unknowns explicitly (for example: “unknown peak TPS; will confirm by <date>”).
• If exports contain sensitive data (PII/secrets), provide redacted versions or follow your approved handling procedures.
Timing
• Share initial responses prior to kickoff; updates are welcome up to 48 hours before the evidence review session.

What We Will Produce
• A scoped workshop plan and evidence request list tailored to your business outcomes and target architecture.
• A Well‑Architected findings report aligned to the Ping Well‑Architected Framework pillars, with prioritized recommendations and next steps.

What This Is Not
• This is not a detailed design document and does not replace your internal architecture/design sign-off artifacts.
• No implementation or remediation is performed as part of completing this questionnaire.

Definitions and Conventions
• Journey/Flow: A user or system interaction sequence (for example: login, registration, password reset, step‑up MFA, token exchange).
• Environment: A distinct deployment tier (DEV/TEST/UAT/STAGE/PROD) and region/topology (single-region, multi-region, HA/DR).
• SLO/SLI/KPI: Service-level objective/indicator and business metric used to measure success.
• Peak load: Your highest expected concurrent users and/or transactions per second (TPS) during busy periods.

Questionnaire Objectives
• Business drivers: Capture the “why” behind the initiative (outcomes, constraints, deadlines, dependencies, and decision criteria).
• Primary journeys and integrations: Who signs in, where sign-in starts, what applications rely on it, and how step‑up/MFA is invoked.
• Non-functional requirements: Availability/SLOs, performance/latency targets, peak volumes, RTO/RPO, compliance, and audit/logging expectations.
• Scope and components: PingOne services and/or AIC/self-hosted (AM/IDM/DS/IG/CTS/RCS/agents) plus key external dependencies and boundaries.
• Stakeholders and operating model: Ownership (RACI), on-call/escalations, change/promotion flow, and support responsibilities.

In-Scope Platforms (Examples)
• PingOne services: SSO, MFA, DaVinci, Protect, Verify, Directory, etc.
• PingOne Advanced Identity Cloud (AIC) and/or self-hosted Ping components: AM, IDM, DS, IG, CTS, RCS, agents, and supporting services.

Intake Sections
Guidance: Answer each section with concise bullets. Attach or link supporting artifacts where available.

A. Business Drivers and Success Metrics
• What business outcomes are driving this initiative (for example: reduce fraud, improve conversion, enable partner access, meet a regulatory deadline)?
• What are the top success metrics? Include baseline → target where possible (KPIs/SLIs/SLOs).
• Key dates: launch milestones, regulatory deadlines, contract renewals, or dependencies.
• Constraints and guardrails: budget, timelines, mandated platforms, data residency, vendor/tooling constraints.
• Risk tolerance and decision criteria: what trade-offs are acceptable (cost vs. resilience, UX vs. security, speed vs. governance)?

B. Primary Use Cases / Journeys
• List the top journeys in priority order (login, registration, account recovery, device binding, step‑up MFA, token exchange, API authorization).
• Channels: web, mobile, SPA, native apps, APIs, service-to-service, call center/help desk.
• Entry points: where does authentication start (app, gateway, centralized login, embedded)?
• Exception paths: lockouts, timeouts, loops, device change, out-of-band recovery, step-up triggers, partial enrollment.
• User populations: workforce vs. consumer vs. partners; segmentation/tenancy; any unique UX or policy differences.

C. Architecture and Integrations
• Provide a logical architecture diagram and (if available) a physical/topology diagram with trust boundaries.
• Directories and identity sources: authoritative systems, replication model, sync/SCIM, identity lifecycle events.
• Application inventory: relying parties, protocols (OIDC/SAML), token lifetimes, claims requirements, logout patterns.
• Integration dependencies: APIs, gateways, WAF/CDN, risk engines, email/SMS, push providers, KYC/IDV, analytics.
• Secrets and key management: where keys live, rotation approach, HSM/KMS usage, certificate lifecycle management.

D. Non‑Functional Requirements
• Availability and resilience targets: SLOs/SLAs, error budgets, multi-region expectations, planned maintenance windows.
• Performance targets: login latency budgets (p50/p95/p99), token issuance, directory lookups, MFA interactions.
• Volume assumptions: peak TPS, daily active users, concurrent sessions, federation partner counts, burst patterns.
• RTO/RPO and DR: recovery objectives, backup/restore, failover testing cadence, dependency DR alignment.
• Compliance and audit: SOC2/ISO, PCI, HIPAA, GDPR/CCPA, logging retention, evidentiary requirements.
• Data residency and privacy: where identities and logs may be stored/processed; encryption requirements.

E. Security, Risk, and Policy
• Authentication policy: passwordless goals, MFA requirements, step‑up conditions, device posture, geo/IP rules.
• Threat model considerations: fraud patterns, credential stuffing, bot traffic, phishing resistance requirements.
• Access model: RBAC/ABAC, entitlements, admin delegation, least privilege, service accounts.
• Session and token security: token lifetimes, refresh policies, binding, logout, replay protections.
• Logging and monitoring for security: audit events, SIEM integration, alerting thresholds, incident workflows.

F. Operations and Delivery Model
• Operating model: who owns IAM platform operations vs. app teams (include a high-level RACI).
• Promotion and change management: manual vs. CI/CD, environments, approvals, change windows, break-glass access.
• Rollback strategy: how you revert configuration and deployments; artifact versioning; emergency changes.
• Observability: monitoring/alerting, dashboards, SLI definitions, synthetic testing, log aggregation.
• Incident response: on-call coverage, escalation paths, runbooks, post-incident reviews, support contracts.

G. Scope Inventory
• List the Ping services/components in scope and their versions (PingOne services, AIC, AM/IDM/DS/IG/CTS/RCS/agents).
• Environments: DEV/TEST/UAT/STAGE/PROD and regions; describe HA/DR topology.
• Network boundaries and access paths: inbound/outbound controls, private connectivity, proxies, DNS, load balancers.
• Key dependencies: databases, queues, object storage, CI/CD systems, secrets/KMS, observability tooling.
• Constraints on evidence sharing: what can/cannot be provided, redaction rules, security review requirements.

Stakeholders and Contacts
• Decision-makers: business sponsor, security owner, platform owner, and architecture authority.
• SMEs per area: IAM/SSO, directory, MFA/risk, networking, app owners, DevOps/SRE, security operations.
• Engagement logistics: preferred communication channels, escalation contacts, meeting cadence, working session availability.

Attachments / Links (Optional but Helpful)
• Architecture diagrams (logical + physical/topology)
• Sequence diagrams for top journeys (login, reset, step‑up)
• Environment inventory (regions, HA/DR, versions)
• Application integration list (protocols, redirect URIs, claims, logout)
• SLO/SLI definitions and recent performance/availability data
• Security/compliance requirements, audit logging requirements, retention policies

Deliverables
• A completed intake questionnaire used to plan the Well‑Architected Health Check sessions and evidence collection.
• A draft scope summary and workshop plan tailored to your goals and constraints.

Exclusions
• This questionnaire is not a detailed design document.
• No implementation or remediation is performed as part of this questionnaire.
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