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Key Benefits
• Accelerate discovery: Collect the minimum required inputs up front so workshops focus on outcomes and architecture decisions—not chasing missing artifacts.
• Evidence‑backed findings: Establish an objective baseline from configuration exports, architecture artifacts, and recent operational/support history so recommendations are repeatable and traceable.
• Reduce rework: Ensure the right SMEs and artifacts are available at the right time to avoid schedule churn, re‑analysis, and late surprises.

Purpose and Scope
This checklist defines the required inputs for a Ping Well‑Architected Health Check. It is intended to be completed prior to kickoff and used as the engagement’s evidence baseline. The checklist applies to PingOne services, PingOne Advanced Identity Cloud (AIC), and/or self‑hosted Ping components (for example AM/IDM/DS/IG/CTS/RCS/agents), including the environments and regions in scope.

How to Use This Checklist
• Provide the artifacts listed in “Required Inputs” or document a delivery plan (owner + date).
• If an export/artifact is restricted, provide a redacted version or screenshots and clearly note what is missing and why.
• When referencing files, include links/locations and identify the system of record (for example: “Confluence page”, “ServiceNow report”, “Git repo tag”).
• If sensitive data is present (PII/secrets), follow your approved handling procedures and provide the minimum necessary evidence.

Checklist Objectives
• Confirm scope: Which Ping components/services and which environments (DEV/UAT/PROD) are in review, including regions and HA/DR expectations.
• Collect static configuration: Exports for in‑scope components/services (including journeys/scripts/policies where applicable).
• Collect architecture evidence: Logical/physical diagrams, trust boundaries, and an integration inventory for apps, directories, APIs, and external dependencies.
• Enable best‑practice alignment: Assess against the Ping Well‑Architected Framework pillars using objective evidence (not opinions), with traceability to inputs.
• Identify and close gaps early: Surface missing inputs, unknown ownership, and access constraints; agree on mitigations and dates so findings are not blocked.

Required Inputs
These inputs enable up to six pre‑scheduled working sessions (typically up to two hours each) plus evidence review and synthesis.

1. Primary Requirements and Use Cases
• Include: Top 5–10 journeys (login, registration, account recovery, step‑up), success criteria, and key non‑functional targets (availability, latency, peak volume).
• Constraints: Regulatory/compliance needs, data residency requirements, security guardrails, and major dependencies.
• Attach: Requirements docs, SLO/SLA targets, UX standards, and a short glossary of critical terms.

2. Environment Inventory
• Include: Environment list (DEV/TEST/UAT/STAGE/PROD), regions, and topology (single‑region, active/active, active/passive).
• HA/DR: Expected failover behavior, DR approach, RTO/RPO targets, and last test date (if applicable).
• Delivery model: Promotion paths, change windows/freeze periods, planned upgrades/releases, and rollback expectations.

3. Static Configuration Exports
• Provide: Exports for all in‑scope Ping services/components (see “In‑Scope Platforms” below).
• Include: Journeys/trees, scripts, policies, OAuth/OIDC/SAML settings, mappings, admin delegation, and relevant security settings.
• Constraints: If exports are restricted, provide screenshots or redacted snippets and document any omissions.

4. Operational Artifacts
• Runbooks: Day‑2 procedures (restart/scale, certificate rotation, key rollover, disaster recovery steps, maintenance procedures).
• Change management: How configuration changes are reviewed, approved, promoted, and audited (manual vs CI/CD).
• Observability: Dashboards, alert definitions, log aggregation/SIEM integration, correlation approach, and synthetic monitoring (if any).
• Incident response: On‑call coverage, escalation paths, incident comms templates, and post‑incident review process.

5. Architecture and Integration Artifacts
• Diagrams: Logical and physical/topology diagrams, including trust boundaries and critical dependencies (DNS, LB, WAF/CDN, gateways).
• Flows: Sequence/flow diagrams for key journeys (login, token exchange, step‑up, recovery), including error/exception paths.
• Inventory: Applications and integrations (protocols, claims, token lifetimes, logout patterns) plus directories/identity sources and sync model.
• Third‑party dependencies: Email/SMS, push, risk engines, KYC/IDV, analytics, and their SLAs/operational constraints.

6. Support and Change History (Last 12–18 Months)
• Provide: Ticket export or summary of recurring incidents and major changes, including severity, recurrence patterns, and root cause themes.
• Highlight: Major outages, performance events, security incidents (as permitted), and any “known fragile” dependencies.
• Include: Recent architecture changes, upgrades, migrations, and lessons learned from prior remediation efforts.

7. Access and Contacts
• Contacts: Decision makers and SMEs per area (IAM/SSO, directory, MFA/risk, networking, app owners, DevOps/SRE, SecOps).
• Access: Read‑only admin access where feasible; identify required approvals and any restrictions.
• Engagement constraints: Recording approvals, data handling rules, redaction requirements, and export limitations.

In‑Scope Platforms / Components (Examples)
• PingOne services: SSO, MFA, DaVinci, Protect, Verify, Directory, and other scoped services (with configuration exports/screenshots as available).
• PingOne Advanced Identity Cloud (AIC) and/or self‑hosted: AM, IDM, DS, CTS, Identity Gateway/PingGateway, RCS, agents, and supporting dependencies.

How This Checklist Is Used
• Artifact validation: Review inputs, confirm scope, and identify gaps (owners + dates).
• Pillar workshops: Map evidence to Well‑Architected pillars, validate assumptions, and capture risks and trade‑offs.
• Synthesis: Consolidate findings, prioritize recommendations, and define actionable next steps with owners.

Prerequisites
• Ensure required inputs are available or have an agreed delivery plan prior to the first workshop.
• Identify and document data handling constraints (PII, restricted exports, recording limits) and the approved mitigation approach.

Deliverables
• A validated evidence baseline used to produce pillar findings, a maturity snapshot, and prioritized recommendations.
• A gap‑closure tracker (missing inputs, constraints, owners, and target dates) to prevent blockers during readout.

Exclusions
• This checklist does not produce a detailed design document; it establishes the evidence baseline for an accurate assessment.
• No implementation or remediation is performed as part of input collection (remediation is a separate activity/engagement).
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